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Welcome to Canon's DocGo convenient printing 
system. DocGo wilt enable corporate travelers 
to print documents while they are away from 
the office. 



Click on Quick Print for account-free printing, 
and upload your files. 

DocGo holds your file at a secure web location, 
Retrieve printout at printer of your choice by 
swiping your own credit card. C^" 
Files will not be printed until you are physically 
at the printer. 



Quick Print! 

Registered Users 
Create New Account 
~l_ %JDemo 



Figure 5 



Activate Web 
Browser 
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Registered UseT 



Registered User 
Log-in 
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Select Option To 
Add File 



Calculate Total Cost 



Enter URL For Web Page 
Of Network Print 
Service ^Provider 
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Select Quick Print Or 
Registered User 
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\ Quick Print 



Select Browse and File 
or Enter File Name 
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Select Add Files 



Upload File And 
Display Uploaded 
File Folder Contents 
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.S610 
-^Calculate Total^ 
Continue, Or 

Cancel Cancel 



1 ^ 

Confirm Print Request — ' 

i 



Upload Credit Card Information 
To Server Using SSL Protocol 
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End Session IS 



Figure 6 



Print Data Storage Server 
(Quick Print, SSL) 



Receive Print Data 
And Credit Card 
Information Via SSL 
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Time Stamp And Store Print Data 
And CC Information In 
Correspondence Table With 
Time Stamp 
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_ S704 
Predetermined Amount^ 
Of Time Elapsed Since 
Receipt Of Print Dataj> 



Delete Print Job 



Notify Network Interface Device 
No Print Jobs Pending 



S7Q3 

''CC Information 
Received From Network 
interface Device^ 

[Yes 

S706 

^Any Print Jobs Pending 
With CC Information 
Corresponding To Received 
CC Information? 



Yes 
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Retrieve Print Data Files Having 
Corresponding CC Information 
And Transmit To Network 
Interface Device Via SSL 



Generate Cost For Printing And 
Submit For Accounting To 
Bill User's Credit Card 



Figure 7 



Print Data Storage Server 
(Registered User, SSL) 



Receive Print Data 
And Credit Card 
Information Via SSL 
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Time Stamp And Store Print Data 
And CC Information In 
Correspondence Table With 
Time Stamp 



S802 



'redetermined Amount""'' 
Of Time Elapsed Since 
Receipt Of Print Dataj> 



Delete Print Job \J 



Notify Network Interface Device 
No Print Jobs Pending 



S806 

^Any Print Jobs Pendinjp- 

With CC Information 
Corresponding To Received 
CC Information? 



Notify Network Interface Device 
Print Jobs Pending But Not READY 



Any Pending Print Jobs^- 
Marked READY For 
Printing? 



Yes 

Retrieve Print Data Files Marked 

READY And Having 
Corresponding CC Information 
And Transmit To Network 
Interface Device Via SSL 



Generate Cost For Printing And 
Submit For Accounting To 
Bill User's Account 



Figure 8 



Receive Print Data 
And Credit Card Number 



Hash Credit Card 
Number 



Print Data Storage Server 
(Quick Print, Hash Algorithm) 



Time Stamp And Store Print Data 
And Hash Value In 
Correspondence Table With 
Time Stamp 
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Predetermined Amount^ 
Of Time Elapsed Since 
Receipt Of Print Dataj> 



S903 

Hash Value 
Received From Network 
Interface Device? 



Delete Print Job 



Notify Network Interface Device 
No Print Jobs Pending 



S906 

■^Any Print Jobs Pending^ 

With Hash Value 
Corresponding To Received 
Hash Value? 



Yes 



Retrieve Print Data Files Having 
Corresponding Hash Value 
And Transmit To Network 
Interface Device 



Generate Cost For Printing And 
Submit For Accounting To 
Bill User's Credit Card 



Figure 9 



Received Credit Card 
Number And Print Data 



SI 000 



Print Data Storage Server 
(Registered User, Hash Algorithm) 



Hash Credit Card 
Number 
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Time Stamp And Store Print Data 
And Hash Value In 
Correspondence Table With 
Time Stamp 



Predetermined Amount* 
Of Time Elapsed Since 
Receipt Of Print DataJ^- 
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Hash Value 
Received From Network 
Interface Device? 



Delete Print Job 
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Notify Network Interface De^ 
No Print Jobs Pending 



^Any Print Jobs Pending^ 

With Hash Value 
Corresponding To Received 
Hash Value? 



Notify Network Interface Device 
Print Jobs Pending But Not READY 



-<Any Pending Print Jobs^- 
Marked READY For 
Printing? 



Retrieve Print Data Files Marked 
READY And Having 
Corresponding Hash Value 
And Transmit To Network 
Interface Device 
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Generate Cost For Printing And 
Submit For Accounting To 
Bill User's Account 



J 



Figure 10 



Credit Card Reader Driver 
Detects Input Of Credit Card 
Information 



Network Interface Device 
(CC Information Via SSL) 



Establish Connection With 

Print Data Storage 
Server And Transmit Input 
Credit Card Information Via SSL 
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Receive Print Data 

Via SSL 
Or Failure Message 

From Print 
Data Storage Server 



J 



Transmit Received Print 

Data To Printer Or 
Notify User Of Failure 



J 



Figure 11 



Network Interface Device 
(Hash Algorithm) 



Credit Card Reader Driver 
Detects Input Of Credit Card 
Information 



Perform Hash (SHA-1) 
Algorithm On Input Credit 
Card Information 



Establish Connection With 

Print Data Storage 
Server And Transmit Hash 
Value To Server 
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Receive Print Data 
Or Failure Message From 
Print Data Storage Server 



j, 



Transmit Received Print 

Data To Printer Or 
Notify User Of Failure 



Figure 12 



Network Interface Device 
(CC Information Via SSL) 



Credit Card Reader Driver 
Detects Input Of Credit Card 
Information 



Establish Connection With 

Print Data Storage 
Server And Transmit Input 
Credit Card Information Via SSL 



S1302 



Receive Print Data 

Via SSL 
Or Failure Message 
From Print Data 
Storage Server 
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Render Print Data 
Into A Printer Definition 
Language 



J 



Transmit Received Print 

Data To Printer Or 
Notify User Of Failure 
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Figure 13 
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Network Interface Device 
(CC Information Via SSL) 



Credit Card Reader Driver 
Detects Input Of Credit Card 
Information 
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Establish Connection With 

Print Data Storage 
Server And Transmit Input 
Credit Card Information Via SSL 



Receive Available Print 
Job Data From Print Data 
Storage Server And Display 
Listing Of Available Print Jobs 



J 



User Select Print Job(s) To Print 
And Submit Data Of Selected 
Print Jobs To Print Data Storage Server 



S31 



Receive Print Data 
For Selected Print Job(s) 
From Print Data 
Storage Server 
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Render Print Data 
Into A Printer Definition 
Language 



J 



Transmit Received Print 

Data To Printer Or 
Notify User Of Failure 
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Figure 31 



